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Scope of the Analysis

Digital Sandbox
analysts , working
with customer subject
matter experts,
compile critical
infrastructure data
from local sources
and public records

Inputs

Analyses

Outputs

Compiled a preliminary list
of the 3,414 most critical
assets/key resources

i Included assets from 13
&-MapData counties in the urban area

TARTics
N

Gather existing
asset sources

‘Ef o

~230

Apply default
: TV,C Adjust default
Review asset variables to T,V,C variables
list develop initial based on SME
risk results knowledge

Baseline
CI/KR Catalog

Client
Digital Sandbox
Digital Sandbox w/ client SME
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Included terrorism and
natural hazard risk

Analyzed the relevance

of 37 target capabilities
from the National
Preparedness Goal based
on terrorism risk profile

Risk Baseline
Analysis Report
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Risk Baseline Analysis: A Scalable Foundation

Risk Analysis Inputs

1

Risk Model
(R=TVC)

Risk

Risk Outputs

Complete
List

Number of
Scenarios
(CIKR
Assets,
Hazards)

Most
Critical
Only
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Digital Sandbox® scal
customers to see results early, then build an
increasingly rigorous process for analyzing risk

Greater Precision,
Cost, and Time

Anytown
Urban Area
Analysis

+

Less Precision,
Cost, and Time

Expert Quantitative Models &
Judgment Proxies Simulations
(H/MIL)

Precision of Inputs
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Di gital Sandboxd® goal I's to —

establish aolidplatform for
customer teams to

perform ongoing analytic risk

management

Risk Baseline Analysis: Enables Risk Management

M\ Digital 0 Sandbox

PROGRAM MEASUREMENT & EFFECTIVENESS Risk
resource auocarion | crantsirunoive [
RESOURCE ALLOCATION L.
Activities
ANALYSIS m OPERATIONS

RISK BASELINE

- Risk
Management
Enablers
ASSETS SECURITY & THREATS/
pth VULNERABILITY HAZARDS
ASSESSMENTS
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Overview T Anytown Risk Context

4  Anytown is a major population center and tourist destination

A City has 20 million residents make it tien3ost populous city in the nation. It is also one of the largest
cities in the country with an area of over 50 square miles.

A Area concerts host over 5 million visitors each year. Major college and bowl games bring thousands o
visitors per event.

4  Areais a major production center for oil, natural gas, and hydroelectricity

AThe Anytown Urban Area is home to 30% of the
half of its oil refineries.

A The Gatsby Natural Gas Field is one of the five biggest in the Western Hemisphere, with a capacity of
trillion cubic feet.

A The El Gibbs Dam has a total capacity of nearly 10,000 MW and has become a prominent tourist
attraction, with 4 million annual visitors.

4  The area has a history of natural disasters

A Anystatds a major recipient of hurricanes, with five Category 3 storms and two Category 4 storms strik
the mainland since 2004.

A State data has recorded 45 tornado landings and more than 180 severe thunderstorm incidents in the
region in the last half century.

A Periodic ice storms typically cause major transportation difficulties and crop damage.

Every customer is unique. While Digital Sandboxstaadard
methodologgnd proven, patented software applications fouall
clientswe tailor each installation to its specific locatorglext.
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General Approach to Analysis

Baseline
CI/KR Catalog

A 3,414 assets
A 15 sectors
A 34 sub -sectors

CIKR inputs

Population
inputs

.
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Jurisdictional Risk Profiles

Sector/Subsector Risk

: g T Profiles
"V

Apply T,V,C Threat - Specific Risk Profiles
variables to
develop initial
risk results

Risk - Specific Target
Capability Mapping

Interpreted Risk Results

Every risk baseline creates asset, threat, and risk profiles for a
customer;, optionalustomers may add population, natural haza
andtarget Capabilityanalysis. The next 7 charts show sample re
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Higher Risk Concentrated in Washington County

Distribution of Distribution of  Terrorism Distribution of  Natural Hazard
Assets by County Risk by County Risk by County
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Washington contains virtually all of the asset risk in the region. Although it has the most assets, it has a disproportionately higher a mount
of risk.

Three higher terrorism risk sites are located outside of Washington. All three serve as Defense Industrial Base (DIB) sites, meaning they
may benefit from federal funding to enhance capabilities.
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Higher Risk in Government and Transportation Sectors

Distribution of Distribution of  Terrorism Distribution of  Natural Hazard
Assets by Sector Risk by Sector Risk by Sector
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Asset risk is mainly concentrated in the Government and Transportation sectors. Most natural hazard risk for these sectors comes from
high and moderate-risk assets.

The Government and DIB sectors are driven by multiple assets with high Mission and Psychological consequences, and mediurrhigh
Economic and Health consequences.

The Healthcare, Energy, and Telecom sectors contain substantially more natural hazard risk than terrorism risk.
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Natural Hazard Risk Spread Across Many Sub -Sectors

Distribution of Distribution of  Terrorism Distribution of  Natural Hazard
Assets by Sub-Sector Risk by Sub-Sector Risk by Sub-Sector
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One third of terrorism risk is located in military -related sub-sectors. Due to their cooperative purpose and geographic proximity,
coordinated capabilities between Government (Military), DIB (Aircraft Industry), and DIB (Missile Industry) may be appropriat e.

The Anytown Urban Area is unique in that no sub -sector contains substantially more natural hazard risk than any other.
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Many Assets Contain Large Amounts of Both Terrorism and Natural Hazard Asset Risk

Terrorism
Risk

Natural Hazard

Risk

0%

60%

Lower Risk Assets

Moderate Risk Assets

| 3,389 Other Assets

0%

Bering Sea Terminal

McCoy Polymer Production

Cash Stadium

More Chemical Holdings, Inc.

ALPInternational Airport

Commercial Chemical Suppliers

Myers Chemicals

Lewis Field

Commercial Chemical Agency

National Aviation

Parsec Space Systems

Digital Sandbox i HQ

National Power Supply

Raven Commercial Center;

Gatsby Bridge

Northeast Anytown Chemical

Royal Industrial Alliance

Grover Maintenance Complex

Northern Anystate University

United Chemical

Hallmark Railroad Bridge

University of Anytown

Harrison - Federal Aviation Admin.

US Marine Command

Harrison Federal Reserve Bank

40%

60%

J Lower Risk Assets

| 3,376 Other Assets

Moderate Risk Assets

American Express Center

Grover Maintenance Complex

AT&T Tower

AT&T Connection Tower

Harrison Federal Reserve Bank

ALPInternational Airport

A

Findings

Seventeen assets contain a high or
moderate amount of both terrorism
asset risk and natural hazard asset
risk. Capabilities for these assets
should mitigate both kinds of risk to
ensure best protection.*

Of these seventeen assets , six are
in the Government sector, four are
in the Transportation sector, and
four are in the DIB sector.

AT&T Power Supply

Jackson County Laboratory

Bering Sea Terminal

Baldwin Memorial

Kent Industries

Ed Austin Marine Terminal

Baldacci Bridge

National Aviation

Gatsby Bridge

Cash Stadium

Naval Airport

Hallmark Railroad Bridge

County Court Office

Naval Hospital

Lewis Field

County Police Station

Northern Anystate University

Matrix Defense Systems

Dietrich Operations Center

Truman Park

Mayday Hospital

Folsom Tower

United Auto

McCoy Polymer Production

Grant Health Department

Zycorp

National Power Supply
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*Highlighted assets appear on both lists
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Parsec Space Systems

Raven Commercial Center

Royal Industrial Alliance

United Chemical

US Marine Command




Terrorism _ Threat Scenario Risk Profile
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Aircraft As Weapon_
Nuclear Device |

IED |

Biological (Contagious_
Maritime Attack |

RDD |

Conventional Attac |
Biological (Norﬁ:ontagious}_
Chemical Agen_
Arson/Incendiary Attacl|
Food & Wateg |
Sabotage/Theft |
Hostag«é_
AgroTerrorism_

Cyber Attack |

VB IED

Aircraft As Weapon

Nuclear Device

IED

Biological (Centagious)
Maritime Attack

RDD

Conventional Attack
Biological {(Non-Contagious)
Chemical Agent
Arson/Incendiary Attack
Food & Water Contamination
Sabotage/Theft

Hostage Taking /Assassination
Agro-Terrorism

Cyber Attack

Commercial
Government
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Digital 00 Sandbox

Terrorism Heat Map

Monuments

1

Threshold
High 13.00%
7.00%
Moderate 2.00%
Mod-Low 1.00%
Low 0.00%
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Percent of Asset Risl

Conventional explosive attacks (VBIED) account for the vast majority of terrorism asset risk. The required technology is relatively easy to
produce, and such attacks are historically common. However, these attacks are potentially preventable with screening and barriers.

WMD attacks, including Aircraft as a Weapon, comprise a significant amount of the terrorism asset risk. Though less likely than explosive attacks,
these scenarios are driven by higher consequences. WMD attacks are difficult to prevent or protect against, but capabilities for response to and
recovery from such attacks that are deployable across the region could mitigate these consequences.

Though several key assets are vulnerable to a Maritime Attack, the vast majority of assets are not, which drives down risk du e to this scenario.
Conventional explosives, Nuclear Weapons, and Aircraft as a Weapon attacks can be levied against key maritime assets as welas virtually all
other assets in the region.
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Natural Hazards  Threat Scenario Risk Profile Natural Hazards Heat Map
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A Though relatively few hurricanes have struck Anytown, they frequently occur in and around Anystate and can cause significant
consequences to assets across sectorsAtlantic hurricanes have higher risk due to their higher frequency in the region, and the higher
amount of critical infrastructure located in counties on the coast

A Wildfires are a threat to population, agriculture, and divert economic resources; however, they contain less risk to critical infrastructure.
Critical assets are generally not located near major fire centers, and are likely closer to fire and rescue resources.
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